
1. Scheduled Tasks and Startup Registry Keys 

How They Were Found 

● Detection with Autoruns: 
Using Autoruns, the system was scanned for all startup processes. The tool revealed an 
anomalous scheduled task named "MicrosoftEdgeUpdateTaskCore" that did not 
match the expected behavior of a genuine Microsoft Edge updater. 

 
● Registry Key Discovery: 

Autoruns also highlighted a suspicious startup registry entry labeled "UpdaterService" 
under HKLM:\Software\Microsoft\Windows\CurrentVersion\Run. This entry 
was out of place and was not associated with any known legitimate service. 

● We know these two are malicious because the "UpdaterService" is starting powershell, 
and clicking on it will reveal it's passing arguments to start the goose. The scheduled 
task on the other hand, is directly starting C:\Tools\PsExec.exe, as seen in the column. 

Remediation Steps 
Remove the Malicious Scheduled Task: 
 

Unregister-ScheduledTask -TaskName "MicrosoftEdgeUpdateTaskCore" 

-Confirm:$false 

Remove the Suspicious Startup Key: 
 
 



Remove-ItemProperty -Path 

"HKLM:\Software\Microsoft\Windows\CurrentVersion\Run" -Name 

"UpdaterService" 

2. User Account Manipulation 

How They Were Found 

● Account Enumeration: 
By running the net user command, a list of user accounts was generated. An 
unexpected account, "DefaultUser", was identified. We can further enumerate this 
account by seeing it's group membership with: 

net user DefaultUser 

 This reveals the user to be a part of the Administrators group and the Remote Desktop 
Users group, indicating it as malicious. 

Remediation Steps 

● Delete the Unwanted User Account: 
 

net user DefaultUser /delete 

 



 
 
 
 

3. Web Root Injections and Web Shells 

How They Were Found 



● Directory Inspection: 
A manual directory listing of the web root (C:\inetpub\wwwroot) revealed hidden files 
that did not appear to belong to the website. Tools like Autoruns helped in identifying 
these anomalous files. 

 
● Suspicious Web Shell Discovery: 

A file named "cmd.aspx" was found in the web root. Reading its content using 
Get-Content confirmed it contained suspicious code intended to execute commands 
remotely. 

 

Remediation Steps 
Test the Web Shell: 
 

curl.exe "http://localhost/cmd.aspx?cmd=whoami" 



 
 
You may have also noticed the web shell was added as an exclusion in windows 
defender: 

 
 
Remove the Web Shell: 
 
 

Remove-Item -Path "C:\inetpub\wwwroot\cmd.aspx" -Force 

 

Check and Clean Configuration Files: 
 
 

Get-Content -Path "C:\inetpub\wwwroot\Global.asax" 
Get-Content -Path "C:\inetpub\wwwroot\web.config" 



 
Looking at these two files, we can see they are the source of every request made to the 
website launching a goose. 
 

Remove-Item -Path "C:\inetpub\wwwroot\Global.asax" -Force 
Remove-Item -Path "C:\inetpub\wwwroot\web.config" -Force 

 

 



4. Network Shares and Temporary Files 

How They Were Found 

● Network Share Inspection: 
Using the commands net share and Get-SmbShare, unusual shares were 
identified—specifically, shares like "WinShare" that did not appear in normal 
configurations. 

 
● Temporary Directory Analysis: 

The Windows Temp directory was scanned (via Get-ChildItem), uncovering suspicious 



scripts such as "taskhelper.ps1", which are often used to maintain persistence. 

 

Remediation Steps 
Inspecting "taskhelper.ps1" with the following command resulted in the discovery of a 
backdoor: 
 
Get-Content -Path "C:\Windows\Temp\taskhelper.ps1" 
 

 
 



Remove the Suspicious Script and Share: 

 
net share WinShare /delete 
Remove-Item -Path "C:\Windows\Temp\taskhelper.ps1" -Force 
 

 

5. WMI-Based Persistence 

How They Were Found 

● WMI Subscription Check: 
Using the command Get-WmiObject -Namespace "root\subscription" -Class 
"__EventFilter" to query the namespace revealed unexpected event filters and 
consumers. These objects are often used by attackers to trigger malicious actions on 



certain system events. 

 

Remediation Steps 
Remove Malicious WMI Objects: 
 

Get-WmiObject -Namespace "root\subscription" -Class "__EventFilter" | 

Remove-WmiObject 
Get-WmiObject -Namespace "root\subscription" -Class "__EventConsumer" | 

Remove-WmiObject 
Get-WmiObject -Namespace "root\subscription" -Class 

"__FilterToConsumerBinding" | Remove-WmiObject 

 

 
 

6. User Profile Script Manipulation 

How They Were Found 

● Profile Inspection: 
A check of the user’s profile using Test-Path $PROFILE followed by Get-Content 



$PROFILE revealed modifications that could execute malicious code upon login. Such 
modifications are often discovered by comparing the current profile with a known-good 
baseline. 

 

Remediation Steps 

● Remove the Malicious Profile Script: 

Remove-Item $PROFILE -Force 

 
 

7. MSC File Hijacking 

How They Were Found 

● Registry Analysis: 
Autoruns and manual registry inspection identified unusual modifications in the registry 
path for MSC files (HKEY_CLASSES_ROOT\mscfile\shell\open\command). An 
extra value called "BackupCommand" was found that could be used to reintroduce 
malicious behavior. 

 

Remediation Steps 
Restore Default Behavior: 
 
 



Get-ItemProperty -Path 

"Registry::HKEY_CLASSES_ROOT\mscfile\shell\open\command" 
Set-ItemProperty -Path 

"Registry::HKEY_CLASSES_ROOT\mscfile\shell\open\command" -Name "(Default)" 

-Value 'C:\Windows\System32\mmc.exe "%1" %*' 
Remove-ItemProperty -Path 

"Registry::HKEY_CLASSES_ROOT\mscfile\shell\open\command" -Name 

"BackupCommand" -Force 

 
 

 
 

8. Rootkit Detection 

How They Were Found 

● Scanning with GMER: 
A full scan with GMER (Download at GMER download latest version) on the virtual 
machine was performed. The scan revealed anomalies such as a hidden bat file 
("$77script.bat") in the Temp directory and unusual process injection behavior. 
Research (e.g., googling “$77 rootkit”) confirmed these symptoms as indicative of the 

https://www.fosshub.com/GMER.html#google_vignette


Bytecode77 r77 rootkit. 

 

Remediation Steps 
 
 

● Confirming the rootkit: 

Attempting to locate C:\Windows\Temp\$77script.bat fails, even showing hidden 
processes, confirming the presence of the rootkit. 

 

● Removing the Rootkit: 
1. Download the rootkit setup files: Download the zip file from 

https://bytecode77.com/r77-rootkit 
2. Launch the test console, indicating the rootkit is active, then check the startup tab 

to confirm the presence of "$77script.bat".  

https://bytecode77.com/r77-rootkit


 
 



 

3. Uninstall: Use the provided uninstall.exe from the rootkit package. 



 

4. Manual Cleanup: Remove the remaining artifact, the batch script:  

Remove-Item -Path "C:\Windows\Temp\`$77script.bat" -Force 
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